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STANDARD BANK TWO GHANAIANS KENYA REVENUE
COMPUTER WAS ARRESTED FOR AUTHORITY

HACKED IN ALLEGEDLY
report

2016-06-30 11:03 According to the police, the syndicate
Gareth van Zyl, Fin24 transferred money from its coffers to

the personal accounts of some other
customers. Afterwards, they connived
with the customers to withdraw the
money.

2016-10-21
Kwasi Gyamfi Asiedu
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Selling mix world downloads.

Loads through the loader.

The price is 70 S for 1000 installs.

Minimal 500 installations.

To regular customers and for wholesale | make discounts.
The sample is negotiated separately.

For all other questions, write to the jabber.

Sergey.ulanov@exploit.im

Selling android installations:

Price: from 1 dollar to 1.5 - installation.

With you it is necessary: access to statistics and clean apk.

The apk must be crypted. On the test | do not pour, in advance, too.
Downloads: $ 4 - 1000 conversions.

Orders from $ 30

Garant greetings!

Payment Qiwi, Yandex money.

Contact for communication: android2011@xmpp.jp

There is also an android bot with injections on sale. Working on versions from
2.2 to 5.0 and higher.
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Balance is 500 thousand pounds,

inter-UK, for money mules (now

such money mules now). Skip for
now.

Account for authorization of
payments, balance is 2 million
pounds

No function of payment approval.
Balance is 18 million pounds.
Tried to transfer 2 million to China

Balance is 15 million pounds, dual
authorization off.
No opportunity to establish sort
code for transfer. It is better to
ring out
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THREE FORCES OF CYBER EFFECT (3FC)

L

Mechanization, water power,
steam power

I Mass production, assembly line,
electricity

I Computer and
automation

CYBER 4
BLACK SWAN Sy

EVENTS

http://blog.cyberelders.org/2017/08/three-forces-of-cyber-effect.html



ASSANGE EFFECT = FECT ~ ATTACK SURFACE
. ~ COMPLEXITY

L™

e

. ..- 2

http://WWW.thinlE_st.com



-~

. ASSANGE EFFECT

. o s







5
o A . b
s e

ACK SURFACE




: oo
thag 3 .
4 18 i e
5%

B e
o -
1991 - 10,239 lines of code
2017 - 33,580,696

LOC % bugs?.

b "

https://www.openhub.net/'p/Iinux ‘







MEDICAL

TOP COUNTRIES

DICOM Server Response
A2\ D0\ 08 0\ xal \ x 00\ 1@ 1 \xB¥ \ 1 QQANY - SCP FINOSCU A0\ w0\ x B0 \ B8\ B\ 00 \ B0\ x B0\ x 00\ 0 \ B9\ x DU 0@\ B\ B0\ 1B\ 1 B0\ 00 \ 0\ 00

00 0 D0 00 0 B0 e 00 L B L0 R e L T 0 B\ 15T 2 B0 TR008 . D 11T Tl 0 ) 0 T e\ 0 e 00 0\ e

TOP CITIES

Cape Town DICOM Server Response
B2\ B 00 R0 b Y LB 1 B\ ROANY - SO FINOsCy AR\ 00 0\ x00  x B e R  B \ x 0 L R \xd \ x 00 B  x 0 00 \ xB0 \  00 \ 00\ D0

TOP ORGANIZATIONS VB a0 B 00 0 B B8 L e B O LR B T R\ DR 151 L 2. 840 10008 3. 1.1 1 @R 1 D8 ) L@ B\ x B0 R0\ R0 . .
Neotel Pry Laad

Vodacom-vE
Enetworss
Atrost

A ™

5 Soum Atvca, Cape Town
Details

DICOM Server Response
A B2 LB 0 0\ x b6 B8 1 \x W \x BRANY - SOF FINDSCU A0\ 08 e B\ B LB 0@ B0 00\ 00 \ B \ x B8 B0\ 08 B0\ B0\ B8\ 00\ 00\ 100

0 R 0 00 L B B0 L LB L0 LR LB L T LR\ DR\ 151 2. 540 10008 3.1 11 U e H 0 L@ L i xR . . .




FILLING STATIONS
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PLEASE FORWARD THIS EMAIL TO SOMEONE IN YOUR COMPANY WHO IS ALLOWED TO MAKE IMPORTANT DECISIONS!!!
WE ARE DDoS HACKERS CARTEL.

All your servers will be DDoS-ed starting Wednesday February 8 2017 from 8.00am if you

don't pay Protection Fee of USD $2,000 by PayPal to: ddoscartel@gmail.com

If you don't pay by Tuesday 7™, attack will start, price to stop will

increase to USD $5,000 and will go up USD $500 for every day of attack.

What does this mean?

This means that your website and other connected services will be unavailable for everyone; during the downtime you will not be able to generate any sales. Please also note that this will
severely damage your reputation amongst your users / customers as well as strongly hurt your Google rankings (worst case = your website will get DE-indexed).

How do | stop this?

We are willing to refrain from attacking your servers for a small fee. The current fee is USD $2,000. The fee will increase by USD $500 for each day that has passed without payment.
Please send the Protection Fee to the following PayPal address: ddoscartel@gmail.com

This is not a joke.

Our attacks are extremely powerful - sometimes over 1 Tbps per second.

So, no cheap protection will help.

What if | don’t pay?

If you decide not to pay, we will start the attack at the indicated date and uphold it until you do, there's no counter measure to this, and you will only end up wasting more money trying to find a
solution. We will completely destroy your reputation amongst Google and your customers and make sure your website will remain offline until you pay.

This is not a hoax, do not reply to this email, don't try to reason or negotiate, we will not read any replies. Once you have paid we won’t start the attack and you will never hear
from us again!

Please note that PayPal is anonymous and no one will find out that you have complied.

BEWARE

DDoS Hackers Cartel

Twitter: @ddoshackers

Facebook: DDoS Hackers Cartel
Cyber-Security Consultants, Certifred Ethical Macker & Black Mat Macker
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FOCUS AND A CHANGE IN THINKING

« 80/20/Reality
 Bias

 Advocatus Diaboli
 A4ThIR Building blocks
e Security as enabler

INDENTIFY PROTECT DETECT

+ Asset management = Access control * Anomalies and events

* Response planning
+ Business environment » Awareness and training * Security continuous « Communications
- Governance » Data security monitoring » Analysis
+ Risk assessment « Information protection + Detection process + Migration
+ Risk management and procedures * Improvements
strategy » Maintenance

* Protective technology

+ Recovery planning
* Improvements
» Communications






