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Meet the Threat Actors
What they want and what they get...

—
INSIDER

Hacktivists Cyber Criminals Corporations Employees Terrorists Nation States
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Some of the world’s biggest data breaches
Greater than 30 000 records, as on 10 September 2017
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Source:
http://www.informationisbeautiful.net/visualizations/
worlds-biggest-data-breaches-hacks/
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Are we at risk?

Attack vectors compared to Q2 2016
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Device spoofing
6.3%

Identity spoofing
12.1%

IP spoofing
9.2%

Mitb or Bots
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= Persistence - Discowery = Exfilcraticn

= Privilege escalation - Lateral movement - Command and
= Defense evasion = Execution control

= Credental access = Collection

Source: ThreatMetrix Cybercrime 2017 report



Financial Services’ Response to Cyber Crime

Creation of Industry Sectors stipulated in Cybercrimes and Cybersecurity Bill

“encourage and facilitate the establishment of nodal points and private sector computer security incident response teams in the private sector;
and respond to cybersecurity incidents” (chapter 10, section 54, 4.cc and 4.dd)

Critical for Success:
Convening Body

SARB

BASA
International
Forums
Memberships
SAPS

National Cyber

Security Hub
BankSETA

Challenges:
» Mandate to share

 Participation

Anticipate

Cyber Resilience

Evolve

Self-assessment

Aligned with NIST

All representative Banks

( pUBISYIMN \

Daily, Weekly, Information Exchange
+ Co-location

Convening Body + Overall Threat
Profile + Board

« Maturity levels

Recover

« Strategic vs Operational

« Interpretation of Cyber Crime vs Cyber Security




Cyber Risk in Context

Impact:

Reputational

Operational Efficacy

Customer Loss

Fiancial Loss

Delayed Strategies

Outage of Critical

Infrastructure if systemic
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Cyber Extortion is a
crime involving an
attack or threat of
attack coupled with a
demand for money to

avert or stop the attack.

Unauthorised access
to the network or
system with the
intent to defraud,
manipulate or
impede business
operations.

Cyber Extortion

Cyber Risk:

Large Scale Data Breach
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A data breach is

a security incident in
which sensitive, protected
or confidential data is
copied, transmitted,
viewed, stolen or used by
an individual
unauthorised to do so
(e.g. Panama Papers).

Well planned and
thoroughly executed
Cyber attack, impacting
on the organisation
impacting group wide
operations with large
scale negative public
sentiment



So What?

Threat Landscape Architecture

Cloud
Services

Internet Of

Increased
Attack

Threat
Agents

Nation States

Cyber
Esplonage

Cyber
Criminals

Employees

Corporations
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Conclusion

Cyber Crime is profoundly different to traditional crime:

Requires high levels of technical expertise and skills;

« Large scale investigations across multiple borders;

« What works one day won’t work the next (virus being changed in character i.e. WannaCry — Petya);
* Intelligence changes on a daily basis (new threats, change in modus operandi);

« Attacks very sophisticated and targeted; and

« Tools, techniques, skills used are at a level that was once only reserved for nation states (leaked NSA recipies).
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