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Wired in the wireless world  
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Industry 4.0 meets Cyber 4.0 
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http://www.iprem.ca/initiatives/InitiativesPics/CriticalInfrastructureSectors.jpg 

Critical infrastructure sectors 

ICTs Finance Manufacturing Food Health 

Energy Utilities Water Transportation Safety Government 
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Benefits and risks 

Doing smart things 

(Innovation) 

Doing things smarter 

(efficiency and agility) 

Wider risk surface 

(safety and security) 
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What could go wrong? 

Ransomware attacks 

Data transmission 

monitoring 
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Cyber[in]security thinking for Industry 4.0… 

Technology 
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• Secure-by-design 

• Fail securely and safely 

• Comprehensive situational awareness  

• Rapid data analytics  

• Enhanced AI-protection, prevention and detection 

• Automated and robotized incident response 

• Collaborative threat intelligence sharing 

• Human-oriented technologies (safety and security) 

 
 

 

Requirements for a secure and 

safe Industry 4.0 
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Haves Cans 

Have nots Can nots 

Strong cyber power 

Building national capabilities  

Weak cyber power 
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Capability definition 
Capability 

specification 

Capability 

establishment 

Capability 

employment 

Integrated capability management  

Capability Development Approach 
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Data science approach to complex problems 

• Predictive modelling (Siphon) 

• Integrated view of 

departments/municipalities (Mati) 

• Monitoring and evaluation (Motheo) 

• Real-time analytics (Elections) 
 

Dr Vukosi Marivate, Ms Pelonomi Moiloa (CSIR Intern): Catching Crime: 

Detection of Public Safety Incidents using Social Media (WIP) 
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Early warning detection – situational awareness 
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CSIR Smart City Platform – Current project 
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Cyber threat intelligence Sharing 
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NESL – Cybersecurity Training 
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Cyber Range – Security Solutions Testing 
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Becoming part of the future 

http://www2.dupont.com/home/en-us/index.html
http://www.transnet.net/Pages/Home.aspx
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Finally… 

Robust cyber posture Cyber strategies Local Context 

Sharing of information Smart buyer/user 
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Thank You 

jmtsweni@csir.co.za 

 

  


