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Industry 4.0 meets Cyber 4.0

Internet of Internet of Internet Internet of
CPS platform Things Services of Data People
Cyber Cyber Cyber Cyber
twins = twins N twins § twins
5 = T = g = ¥
33 % B X
thsmal ?4_ . lesmal - Ph\,rsmal - . Physical
. assets assets assets assets
Horizontal —
value network Smart Smart factory 3 |
factory 1 _E_
| S Smart Smart factory 4 | N
factory 2
g L o=
Vertical Cyber twins
integration | |% Virtus] worid (R 4t [0 4t ([ e
and E + i t (3
] 1 1 1 I
networked o o i = v
manufacturing E Physical world w- - % a oo ﬁ .
systems Physical assets

-

Suppliers

.y —

Logistics

Industry 4.0

IDEAS THAT WORK FOR

-INDUSTRIAL

«DEVELOPMENT

-

Customised products

—

Virtual production

=

-

Computer/server

Physical production
Humans communicating with robots

;:\\?
Io‘@‘

Smart products

our future through science



Critical infrastructure sectors 'Cl' INDUSTRIAL
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Benefits and risks

Doing smart things
(Innovation)

Doing things smarter
(efficiency and agility)

Wider risk surface
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What could go wrong? @5’@5 INDUSTRIAL
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Cyber[in]security thinking for Industry 4.0... -@E’& INDUSTRIAL
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Requirements for a secure and ﬂ;&g

S THAT WORK FOR
-INDUSTRIAL

safe Industry 4.0 '@é)f

e Secure-by-design
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« Comprehensive situational awareness

« Rapid data analytics

« Enhanced Al-protection, prevention and detection
« Automated and robotized incident response

« Collaborative threat intelligence sharing
 Human-oriented technologies (safety and security)
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Building national capabilities {@
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Integrated capability management

Capability Development Approach
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Data science approach to complex problems
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Early warning detection — situational awareness
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Cyber threat intelligence Sharing
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Cyber Range — Security Solutions Testing {@@5 INDUSTRIAL
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Becoming part of the future
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http://www2.dupont.com/home/en-us/index.html
http://www.transnet.net/Pages/Home.aspx

Finally... .@E}-& -INDUSTRIAL

«DEVELOPMENT

Robust cyber posture Cyber strategies Local Context

Sharing of information Smart buyer/user




Thank You

jmtsweni@csir.co.za
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